Controlling your Cloud environments




O 1 Managed Cloud Protect

Nettitude is an award-winning cybersecurity organisation with unparalleled capability in delivering managed
security services. Through our Global Security Operations Centres (SOCs) we can deliver round the clock
services that secure our clients and detect and respond to sophisticated cyber threats, providing assurance
that your organisation is protected.

A Managed Security Service can provide an organisation with a level
of visibility & security that can be difficult to maintain in-house, both
in terms of availability and expertise. Organisations that have limited
resources and knowledge can procure Managed Security Services
to manage their security technologies, providing in-depth expertise
and availability when you need it most. Many organisations do not
have large security teams or the security expertise in house with
skills across all areas required to design, build, improve and enhance
their security technologies, security risks and their defensive posture
against the continually evolving threat landscape.

The Nettitude Managed Cloud Protect Service deploys a next-
generation Cloud compliance and Security Monitoring suite provided
by Checkpoint Cloud Guard to provide advanced visibility, oversight
and control for your cloud environments, This is Integrated into the
Nettitude Global SOC and Aperture cyber operations platform to
provide you with 24/7/365 alerting and visibility.

2 What is Managed Cloud Protect?

Nettitude Managed Cloud Protection service provides 100% visibility into a clients cloud estate. The service can be
configured to protect the cloud environment and prevent misconfigurations — the primary cause of data loss. Taking
control of the native cloud tooling enables a coherent and proactive security posture to be applied across the entirety
of a customer's cloud estate, visible and configurable from a single interface. This minimises the attack surface,
protects against vulnerabilities, and identifies theft and data loss.

The service uses the industry-leading Checkpoint Cloud Guard product suite. The solution comprises network security,
application and workload protection, posture management and cloud intelligence. The core product, CloudGuard
Posture Management assesses and visualises security posture, identifies misconfigurations and can automatically
enforce policies and protect against internal and external threats.

It also comes with Cloud Intelligence Essentials — a security monitoring system that utilises a combination of signature
detection, built-in rules and threat intelligence feeds to create a baseline of account activity. Unauthorised or malicious
activity is monitored across cloud environments, including serverless applications, is detected by Al and anomaly
detection algorithms. This provides real-time detection and prevention.

Automatic remediation is also possible using CloudBot technology. This can be used to deal with any type of network
alert, audit issue or threat, resolving dangerous misconfigurations and putting the environment back into compliance.
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3 Why you need it?

Cloud environments can be difficult to track, manage and maintain due to their ever-evolving and changing
nature in line with ever-increasing business demands for scalable and flexible resource environments.

Single View of Compliance is Misconfigurations
all Cloud Asset tricky in the Cloud happen

+ All cloud assets in a single view

(AWS, Azure, GCP)

* Quickly filter out by entity

characteristics (platform,
publicly addressable, region, etc)

+ Onboard new cloud accounts via

portal or command line

+ CloudGuard contains canned

compliance checks for common
certifications (PCI-DSS, GDPR,
HIPAA, CIS etc)

+ Continuous compliance

performs hourly checks to
validate the cloud environments

+ Custom/bespoke compliance

rulesets can be produced

+ Cloud networks can be viewed

as a diagram using clarity

« Security groups can be protected

from tampering and
misconfiguration

* Provision of “just in time"

elevated privileges for key
management tasks
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4 Benefits of Managed Cloud Protect
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Cloud Inventory

Automated information
gathering and
capture from Cloud
environments
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Privileged Access

Protection

Advanced IAM protection for
granular control over users,

roles and actions, with
MFA and out of band
authorisation
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Network Security

Auto-classification of
protected Cloud assets
to provide real-time
topology map

Compliance & Governance

Built in rulesets for checking
compliance against standards
with printable assessment
reports and auto-remediation

ﬁ of misconfigurations

Cloud Security
Threat Intelligence

Analyse cloud traffic to
audit security events
while visualising
security policy

Using Checkpoint CloudGuard, organisations can visualise and assess their security posture, detect
misconfigurations, model and enforce best practices, and protect against identity theft and data loss. CloudGuard

integrates with Amazon Web Services, Microsoft Azure, and Google Cloud. Through a single dashboard, you will be

able to achieve the following across your entire cloud estate:

+ Allows easy security and compliance management of public cloud environments

+ Enforces top security standards with auto-remediation of unauthorised changes

+  Spot misconfigurations quickly and easily, potentially preventing exposure of data.

+ Ensuring compliance with best practices by spotting misconfigurations in real-time

+ Ability to provide real-time privileged elevation for AWS users.

+ Provide auto-remediation of dangerous misconfigurations, saving on overheads and time.

Provides user activity analytics, network traffic visualization and intrusion detection.

Deny changes to network security groups, preventing unauthorised changes.

Granular visibility and control of users activities over native controls
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O 5 Managed Cloud Protect - Service Features

Nettitude's Managed Cloud Protect service provides the most highly accredited expertise combined with Gartner
Magic Quadrant leading security technology to deliver industry-leading protection for your organisation.

Our approach is proactive and threat led; informed by our Offensive and Threat Intelligence teams to shape our

defensive stance and protect against the latest industry threats to provide defence in depth with unrivalled detection
and alerting capability where it is needed most.

24/7/3865 -
Always on

24/7 x 365 Expert Security Analysis:

always there, monitoring & alerting
and advising for your peace of mind

R Leading
Technology

Checkpoint CloudGuard is a
Gartner Leader in Network Security
solutions, providing comprehensive
compliance scanning for
cloud-hosted and serverless
applications ensuring complete
visibility of your cloud estate

g% Global Delivery

Nettitude has been at the forefront of
cybersecurity SOC Operations since
2003. Our SOC services can be
deployed and managed Globally
through our Global Security
Operations Centers

® I]Dashboard
<l & Reporting

Intuitive dashboards and on-demand
reporting provide complete visibility
of your environment, risks and
compliance state

(8, Global Expertise

@\

Certified expert knowledge within
Offensive and Defensive Cyber
operations, our SOC team are on
hand as an extension of your teams
to provide expert advice, guidance
and remediation where required

& Flexibility

A robust cloud compliance platform
with pre configured, automated or
user defined scans enabling near
time compliance scanning across
across your cloud environments
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O 6 Nettitude Value Proposition

The Nettitude SOC provides advanced 24/7 monitoring and alerting to protect your business.

We use our custom developed Aperture Cyber Operations Management platform integrated with leading Gartner
technologies to provide enhanced automation, orchestration & response capabilities to our SOC team.

The Aperture Cyber Operations platform provides
enhanced enrichment, analytics, and intelligent learning
to increase early visibility and response to cyber threats in
an evolving world. . e . - " ) j E

By combining these technologies with our highly
accredited people and processes we can deliver best in -
class outcomes and value for your organisation. \
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SERVICE VALUE APERTURE CYBER OPERATIONS DETECTION LAYER CLIENT
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Cloud Environments

. X X X APERTTURE
1S020000 Aligned Service Real-time offensive security & TTP technique updates

iy et Integrated Nettitude & 3rd party threat intelligence

Aligned Service Delivery Manager Vulnerability data Integration

Optional Technical Account Elastic Data lake analytics Integration
Manager
Intelligent machine learning to increase early

visibility & response End User Compute

Reduced Detection Single Console Multi toolset Investigation and

i Response delivering real time Threat Mitigation L
& Response times Applications

=
o
o]
o
c
g
=T
©
s
=
=
@©
=
~
=
o5
=)
=1
=
2
=
[«+]
=

}

Improved visibility Integrated Automation and Orchestration delivering

X world class response times ‘
Proactive Security and . L

Threat stance Response playbooks and escalations

NDR

Infrastructure

Custom SIEM Dashboards « Fully Accredited SOC (1S027001, Crest, PCI)
Sophisticated Service - Multi tenant & Dedicated SIEM Management

performance & security reporting « Industry Leading Technology Support and Management

Cloud Jj?
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PI‘OteCt Identity & Access Management

Deception %

* Best in Class SLA response times (Average MTTR 0.5 hours P1/2/3) Networks

Proactive Security and * 24/7 Eyes on Glass
UiEEBEHEmES - UK and Global SOC
+ Multi Skilled & Certified Analyst team

* Proactive Threat Hunting

ﬁft} Nettitude Labs Custom TTPs

« Sophisticated Security and Service Reporting
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UK Head Office
Jephson Court, Tancred
Close, Leamington Spa,
CV31 3RZ

Americas

50 Broad Street,
Suite 403, New York,
NY 10004

Follow Us
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solutions@nettitude.com
www.nettitude.com

Asia Pacific

1 Fusionopolis Place,
#09-01, Singapore,
138522

Europe

Leof. Siggrou 348
Kallithea, Athens, 176 74
+30 210 300 4935




